Bat.Mumu.A.Worm Cleanup and Removal Instructions

NOTE:  Administrator access is required to run the tool documented in these instructions.

1. Remove the computer from the network by unplugging the network cable from the system (if not already so).

2. Start the computer in Safe Mode. (For instructions see Appendix A.)

3. From another uninfected computer, download the FixMumu.exe fix tool:

http://sysadmin.verizon.com
or

http://securityresponse.symantec.com/avcenter/FixMumu.exe



Save the file to the Windows Desktop.

4. To obtain the latest virus definitions, download and run the latest virus definition file from http://sysadmin.verizon.com.

5. Close all applications running on the system.

6. For Windows ME and Windows XP, disable System Restore by following the instructions in Appendix B.

CAUTION:  It is recommended that Windows ME and XP customers perform Step 6.  Disregarding Step 6 may cause conflicts with the cleaning process resulting in the tool’s failure to remove the virus.

7. Navigate to the Windows Desktop and double click the icon labeled FixMumu.exe.

8. Click the Start button in the FixMumu tool to begin the virus cleaning process.  When the process completes, the user will be notified if the tool succeeded in removing the virus.

If the tool succeeds to find and remove the MuMu virus, a window will appear displaying the following results:

· Total number of scanned files.

· Number of deleted files.

· Number of terminated viral processes.

· Number of deleted viral services.

· Whether the “admin” account is disabled.

If the tool is unable to find the MuMu virus, a window will appear explaining that the virus was not found on the system.

9. After the tool is complete, restart the computer.

10. Reattach the computer to the network by plugging the network cable into the computer’s network interface card.

11. For Windows ME and XP, re-enable System Restore following the instructions in Appendix B.

12. Change the “administrator” account password to a secure password.

13. Remove the “admin” account from the system if it exists.

For Windows NT

b. Go to Start…Programs…Administrative Tools (Common)…User Manager.

c. Highlight the account named “admin” and press the Delete Key.

For Windows 2000 and XP

a. In Windows 2000, go to Start…Settings…Control Panel…Users and Passwords.

b. In Windows XP, go to Start…Settings…Control Panel…User Accounts

c. Highlight the account named “admin” and click the Remove button.

14. Close any open shares (shares that have “everyone” permissions).

15. Launch the Task Manager by pressing the CTRL-ALT-DELETE keys and clicking on the Task Manager Button.

16. Click on the Processes Tab and look for an entry named “NTService.exe”

17. If “NTService.exe” is found, highlight the entry and click the End Task button.

18. Launch Norton AntiVirus and run a full scan of the system.

APPENDIX A:  Disabling/Enabling System Restore in Windows XP
1. Go to Start…Settings…Control Panel.

2. Double click on the System icon.

3. Click on the System Restore Tab.

4. Click the box labeled “Turn off System Restore on all Drives” to the checked position.

5. To re-enable System Restore, follow steps one through three and uncheck the box.

APPENDIX B:  Starting Windows 2000 and XP in Safe Mode
1. Turn on or reboot the system.

2. When the system BIOS posts (the Compaq, IBM, or Dell Logo disappears) hit the F8 key until a menu appears.

3. Use the arrow keys to select Safe Mode and press the Enter key to start the system in Safe Mode.

NOTE ON SAFE MODE OPERATION IN WINDOWS
All Windows 32-bit operating systems have a Safe Mode feature except for Windows NT.

